  

MILITARY TREATMENT FACILTIY

Annual Evaluation - Security Management 

                           DATE

OBJECTIVE: To protect people, equipment, property and the environment.  The primary objectives are:

a.  Ensuring regulatory compliance with applicable federal, state, and local laws and Department of the Army regulations pertaining to security.

b.  Promptly identifying security risks and taking appropriate action to eliminate or reduce risk to acceptable levels.

c.  Immediately reporting and investigating security incidents.

d.  Responding to situations immediately dangerous to life or that threaten equipment and buildings.

e.  Identifying high-risk areas and implementing engineering and administrative controls and safe work practices needed to eliminate or minimize security risks.

f.  Informing staff of security risks and actions for eliminating or minimizing them

SCOPE:  The scope of this program applies to MTF and covers all personnel (staff, visitors, volunteers, students, etc), buildings (list) and equipment.   
PERFORMANCE:  

1.  Security Incidents

In 2001 MTF moved external clinics (Troop Medical Clinic and Dental Clinic) into the main building.  This would have the obvious result of increasing the number of patients and staff in the building.  A concern about potential security incidents (theft, workplace violence etc.) resulted in the Environment of Care team tracking the number and types of incidents reported to RETS and the Environment of Care team.  This was compared to the same data for the year 2000.  However, the terrorist attacks which occurred on 11 Sep, 2001 resulted in a general increase in security throughout the building and a corresponding drop in reported incidents of all types during the last quarter of the year.   Data showed no significant trends that indicated an increase in security incidents.   For 2002, wearing of identification badges (as required) will be monitored with the standard being 100% of staff checked for badges are in compliance.  
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2.  Security Training

Security training was provided monthly during Birth Month Annual Training to new employees and those requiring refresher training.   In addition, new employees receive and review a physical security document that is placed in their Competency Assessment Folder.  Staff was also offered in-services on other security threats such as Weapons of Mass Destruction, Anthrax etc.  This was done to increase staff knowledge of potential threats and to reduce anxiety related to "the fear of the unknown".   A Dr. Strong exercise was conducted in one of the clinics and in Behavioral Medicine (different code word) to ensure staff remains familiar with response procedures for workplace violence and/or threatening behavior.  

3.  Identification/Access

Staff is issued security badges, with photos, upon employment.   These are required to be worn at all times when on duty.   Contractors, official visitors, vendors etc. are issued badges by RETS.   Patients and visitors are not issued badges.  Effective 11 Sep, 2001 and until further notice additional security measures required that ALL personnel (except children accompanied by parent or guardian) entering the MTF show one form of picture ID.   Routine entrance and exit is via the southwest door only and soldiers are stationed at the door during all hours of operation to check ID.   Parking has been restricted within parameters set by the installation and barriers are in place to preclude parking within restricted areas.    

 4.   Security Equipment

A keyless entry system went on line to enhance security of the building after hours.  Staff members must have a swipe card and password to enter through any of the main exterior doors after normal duty hours.  (NOTE:  Effective 9/11/01 after duty entry is to be via the southwest door only.  All other remote entry doors are deactivated.)  Attempted access by unauthorized means is logged in the computerized system and holding one of the remote access doors open will set off an alarm and activates the Staff Duty Officer pager.  All incidents are monitored by TSS.  Personnel requesting swipe cards are issued them for a specific period of time, based on need, and will be unable to access the building after normal duty hours when that timeframe has expired.  There were no major problems or trends noted with the keyless entry system during the past year.  

EFFECTIVENESS:

Overall, the Security Management Program is considered effective as designed.  It has resulted in a secure environment by reducing and minimizing security threats to staff, visitors, and patients.  Performance criteria relating to frequency and type of security incidents showed no significant trends.   Current security situations nationally and worldwide resulted in immediate response and increase in measures to enhance the physical security of the building and personnel.   These measures have been successful, with no major security breaches, despite the on the spot implementation they required.  

RECOMMENDATION: 

a.  Continue review and revision of the Security Management Plan as EOC team members’ roles evolve and responsibilities are delineated.

b.  The following performance objectives will be monitored for 2002:

	
        2002 Security Management Program Performance Standards 

	Performance Standard
	Performance

Indicator
	Justification for

Selection of standard
	Source of Data

	100% of staff will have staff identification badges when checked during security rounds. 
	% of use
	Assessment of staff knowledge of policies
	Security rounds/hazard surveillance


c.  Continue to monitor security threats as directed by installation, Department of Army etc. and implement appropriate corrective actions to enhance physical security.  
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