VULNERABILITY ANALYSIS CHART

	Type of Emergency
	Probability
	Human Impact
	Property Impact
	Mission Impact
	Internal Resources
	External Resources
	Total

	
	High

5
	Low

1
	High

5
	Low

1
	Weak

5
	Strong

1
	

	Severe weather*
	
	
	
	
	
	
	

	Tornadoes/cyclones
	
	
	
	
	
	
	

	Hurricanes/typhoons
	
	
	
	
	
	
	

	Hailstorms
	
	
	
	
	
	
	

	Blizzards/ice storms
	
	
	
	
	
	
	

	Droughts
	
	
	
	
	
	
	

	Extreme heat/cold temperatures
	
	
	
	
	
	
	

	Geological Disasters
	
	
	
	
	
	
	

	Landslide/Mudslide
	
	
	
	
	
	
	

	Avalanches
	
	
	
	
	
	
	

	Floods
	
	
	
	
	
	
	

	Forrest Fires
	
	
	
	
	
	
	

	Earthquakes
	
	
	
	
	
	
	

	Volcano
	
	
	
	
	
	
	

	Tsunamis/storm surges
	
	
	
	
	
	
	

	Biological Disasters
	
	
	
	
	
	
	

	Communicable disease epidemics
	
	
	
	
	
	
	

	Mass food poisoning
	
	
	
	
	
	
	

	Water contamination
	
	
	
	
	
	
	

	Insect swarms
	
	
	
	
	
	
	

	Warfare
	
	
	
	
	
	
	

	Nuclear, biological and chemical attacks*
	
	
	
	
	
	
	

	Bombardment, blockage, siege
	
	
	
	
	
	
	

	Civil Disasters
	
	
	
	
	
	
	

	Riots & demonstrations
	
	
	
	
	
	
	

	Strikes
	
	
	
	
	
	
	

	Criminal/Terrorist Actions
	
	
	
	
	
	
	

	Bomb threat
	
	
	
	
	
	
	

	Nuclear, biological, chemical attacks*
	
	
	
	
	
	
	

	Hostage incidents
	
	
	
	
	
	
	

	Infant/child abduction
	
	
	
	
	
	
	

	Accidents
	
	
	
	
	
	
	

	Transportation (planes, trains, trucks, autos and buses, ships)
	
	
	
	
	
	
	

	Structural collapse (buildings, dams, bridges, mines)
	
	
	
	
	
	
	

	Explosions
	
	
	
	
	
	
	

	Fires
	
	
	
	
	
	
	

	Chemical (spills & releases)*
	
	
	
	
	
	
	

	Biological (spills & releases)
	
	
	
	
	
	
	

	Mass casualties
	
	
	
	
	
	
	

	Utility failures
	
	
	
	
	
	
	

	Electricity/emergency power*
	
	
	
	
	
	
	

	Water/Sewage
	
	
	
	
	
	
	

	Heating, Ventilation, Air Conditioning
	
	
	
	
	
	
	

	Medical gas/vacuum
	
	
	
	
	
	
	

	Communications*
	
	
	
	
	
	
	


The Lower the Score the Better

* MEDCOM Required

The purpose of the vulnerability analysis is to identify potential emergencies and assess their probability and potential impact.  The vulnerability assessment entails assigning probabilities, estimating impact, assessing resources and using a numerical rating system.  The numerical rating system is a simple scale of 1 to five with 1 as the lowest probability/risk and 5 as the highest. 

Step 1.  List all potential emergencies.

In the first column of the chart, list all emergencies that could affect your facility, including those identified by the local emergency management office.  Consider emergencies that could occur within your facility and emergencies that could occur in your community.  Other factors to consider:


a.
Historical.  Determine the types of emergencies that have occurred in the community, the facility and at other facilities in the area.  Examples include:  fire, severe weather, hazardous materials spills, transportation accidents, earthquakes, hurricanes, tornadoes, terrorism, and utility outages.


b.  
Geographic.  Determine the types of emergencies that may occur as a result of the facility’s location.  Consider proximity to:  flood plains; seismic faults; dams; organizations that produce, store, use, or transport hazardous materials; major transportation routes and airports; and nuclear power plants.


c.
Technological.  Determine emergencies that could result from a process or system failure.  Examples include:  fire, explosion, hazardous materials incident, safety system failure, medical device failure, telecommunications failure, computer system failure, power failure, heating/cooling system failure, and emergency notification system failure.


d.
Human Error.  Determine emergencies that could be caused by employee error.  Human error can result from poor training, poor maintenance, carelessness, misconduct, substance abuse, and fatigue.


e.
Physical.  Determine emergencies that could be caused from the design or construction of the facility/equipment.  Consider:  the physical construction, hazardous processes or by products, facilities for storing combustibles, layout of equipment, lighting, evacuation routes and exits, and proximity of shelter areas, manufacturer’s statistics and FDA safety alerts.


f.
Regulatory.  Determine what emergencies you are regulated to deal with.  Consider what could happen as a result of:  prohibited access to the facility, loss of electrical power, loss of communication, ruptured gas mains, water damage, smoke damage, structural damage, air or water contamination, explosion, building collapse, trapped persons, and chemical releases.

Step 2.  Estimate probability.

In the probability column, rate the likelihood of each emergency’s occurrence.  

Step 3.
Assess the potential human impact.

Analyze the potential human impact (possibility of death or injury) of each emergency.  

Step 4.  Assess the potential property impact.

Consider property for potential losses and damages.  Consider cost to replace, set up temporary replacement, and repair.   

Step 5.  Assess the potential mission impact.

Consider potential loss of ability to provide patient care.  Assess the impact of interruption of internal and external services; personnel unable to report to work; violation of contractual agreements; imposition of fines, penalties, or legal costs; and interruption of critical supplies.  

Step 6.  Assess internal and external resources.

Assess the organization’s resources and ability to respond.  Consider each potential emergency from beginning to end and each resource that would be needed to respond.  Ask these questions:  Do we have the needed resources and capabilities to respond?  Will external resources be able to respond as quickly as we may need them, or will they have other priority areas to serve?  If the answers are no, consider what may be done to correct the problem.  For example, develop additional emergency procedures; conduct additional training; acquire additional equipment; establish mutual aid agreements; or establish agreements with specialized contractors.  

Step 7.  Add columns.

Post the numerical ratings in the appropriate columns and total the scores for each emergency.  This is a subjective consideration, but the comparisons will determine planning and resource priorities.    

Step 8.  Develop the plan.

Determine a value below which no action is necessary.  Develop plans for the emergencies presenting the greatest risk first.
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